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1. INTRODUCTION 

With increasingly adoption of Cambodia Data Exchange (CamDX) for secure data exchange over 
public internet, the CamDX Operator has established guidelines to help members create a secured 
technology ecosystem. Despite the fact that data exchange via CamDX is secured, we still need to 
make sure that both members (provider & consumer) meet a set security requirements. 

 
The guidelines are primarily expected to enhance the safety, security, and efficiency of members’ 
operations, which will benefit the ecosystem as a whole.  

 
Members may have already implemented some or many of the key areas indicated in this 
guideline. It is recommended to conduct the gap analysis between their current status and 
recommendations as laid out in this guideline and put in place a time-bound action plan to 
address the gap and in fulfilment of this guideline. 

1.1 Terms and definitions 

Asset: Any item that has value to the organization. There are many types of assets, e.g. data, 
hardware, software, service providers, personnel, and physical locations. 

Attack: “attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make 
unauthorized use of an asset”. 

Availability: “property of being accessible and usable upon demand by an authorized entity”. 

Authenticity: “property that an entity is what it claims to be”. 
 
Confidentiality: “property that makes information available or disclosed only to authorized 
individuals, entities or processes”. 

Control: “a measure to modify risk”. 

Event: “occurrence or change of a particular set of circumstances”. 

Integrity: “property of accuracy and completeness”. 

Information security: “preservation of confidentiality, integrity and availability of information”. 

Non-repudiation: “ability to prove the occurrence of a claimed event or action and its originating entities”. 
 
Process: “set of interrelated or interacting activities which transforms inputs into outputs”. 
 
Risk (information security): An information security risk with the potential that threats will 
exploit the vulnerabilities of an information asset and thereby cause harm to an organization. 

Risk assessment (information security): Overall process of risk identification, risk analysis and 
risk evaluation. 

Risk treatment (information security): Process to modify risk – usually involving risk avoidance, 
risk sharing, risk mitigation or risk acceptance. 

Threat: “potential cause of an unwanted incident, which may result in harm”. 

Vulnerability: “weakness of an asset or control that can be exploited by one or more threats”. 
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2. SCOPE 

This Guidline was written for and is applicable to CamDX member that rely on technological 
assets. Its guidelines can be easily implemented by other organizations, whatever their size or 
complexity. 
 
On the basis of CS ISO/IEC 27000:2021, CS ISO/IEC 27001:2021 and CS ISO/IEC 27002:2021 
content, this Guidline describes a series of practical activities that can significantly help with 
establishing or raising information security levels for CamDX member. This will strengthen their 
business and facilitate partnership opportunities within the CamDX ecosystem. 
 
All the listed activities ensure an information security lifecycle within the organization. This 
includes establishing, planning, implementing, operating and improving all related processes, 
based on risk culture and continual improvement. 

3. INFORMATION SECURITY MANAGEMENT 

All information stored and processed by an organization is subject to threats of attack, error, 
nature disaster, etc., and is subject to vulnerabilities inherent in its use. The term information 
security is generally based on information asset which has a value requiring appropriate 
protection against the loss of availability, confidentiality and integrity. Accuracy and 
completeness of information must be available in a timely manner to authorized individuals in 
need is a catalyst for business efficiency.  
 
Before initiating Information security management, it is essential to decide which form should be 
taken, the timeframe and the personnel’s involvement. The earliest initiators should involve 
subject-matter expert as they must set up the bases for all the other activities, and top 
management who should be accountable for establishing the foundations of information security. 
The information security manager is responsible for this task while keeping the system owners 
and information owners updated on the progress of task development. 

3.1 Roles and responsibilities 

It is important to have roles and responsibilities properly assigned. When deciding to take 
measures to define or revise information security management within an organization.  
 
Main roles and related responsibilities for information security management are generally 
described in this paragraph. Note that smaller organizations could give more than one role to the 
same person or outsource these roles. As a prerequisite step for applying this Guidline, CamDX 
member must specifically and formally assign information security roles and responsibilities 
according to its own structure and culture. 
 
Top management 
Having the power to delegate authority and provide resources within the organization, top 
management also hold great responsibility for information security governance which is 
important part of the overall governance. Top management usually includes the Chief Executive 
Officer (CEO), Chief Operating Officer (COO) or board of directors, depending on the 
organization's structure.  
 
Information security committee 
Working together with top management and will be responsible for auditing and monitoring 
activities, the information security committee should meet to deal with several issues related to 
information security, such as: 

• security norms and procedures approval; 
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• risk analysis review and risk treatment plan; 
• audit results and related actions; 
• information security plan monitoring; 
• information security goal and performance indicators; 
• awareness and training sessions planning; 
• emergency response. 

 
Information security officer/manager 
Any high-ranking staff member such as IT manager or Chief Technology Officer with good 
knowledge of information flows can hold this position. The responsibilities usually include: 
identifying budgets, utilizing risk/benefit models for risk estimation and treatment, drafting 
information security policies and procedures, and reviewing the results of monitoring activities. 
Information security awareness, establishment of communication channels and reporting often 
are the responsibility of the information security manager. 
 
System and information owners 
More structured organizations might need to identify a series of individuals to carry out tasks on 
a daily basis, in order to protect the information systems that they control. These are the ‘system 
owners’. However, regardless of information systems, the requirements for data protection 
should be defined by the business owners since they are in charge of processes and data. These 
are the ‘information owners’. Both categories should help the organization by ensuring that 
information security controls are in place and are performing adequately. Normally the owners 
have the modification right to whatever they own, e.g. system update, creating shortcut, etc. 
which could impact the information security of the organization. 
 
Personnel 
It is essential to provide proper training and education to the employees. They should understand 
fully the reasons behind the control environment surrounding them, so the information security 
could be maintained at the right level and not be compromised. Employees and contractors 
should be able to recognize unusual behavior and quickly raise any concerns to the information 
security manager, in order to minimize loss for the organization. Most of the time the potential 
targets of attacks are the employees and contractors so having well educated staff is considered 
an enhancement of overall information security environment. These staff may also be able to turn 
that knowledge and expertise into organizational culture. 

3.2 Asset management 

Before applying any information security measure, CamDX member needs to get an initial clear 
view of which objects really have value for them. Such objects, usually defined as assets, can be 
generally classified under information, which are typically intangible, and other assets which are 
typically tangible. 
 
The main objective of this action is to represent the key assets that are under the control of the 
organization and need protection. This is especially important when identifying relations 
between assets and when defining responsibilities. 
 
Inventory of assets: 
Information assets shall be identified and an inventory of these assets shall be drawn up and 
maintained. The inventory record of each information asset should, at least, include:  

• a clear and distinct identification of the asset 
• relative value to the organization 
• location 
• security/risk classification 
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• asset group 
• owner and 
• designated custodian 

 
Understand the connection between information and other assets: 
Once all main assets are identified, establishing which ones are used for certain information is an 
effective way to understand what needs protection and, later on, how much protection it needs. 

The right level of access controls should be applied to each information asset. Remember that the 
asset map must be constantly updated along with its access controls to build and maintain a 
consistent perspective of the security requirements. The additional controls to protect the 
information assets should include, but not limited to: 

• service level management 
• vendor management 
• capacity management and 
• configuration management 

3.3 Information security risk management 

Risk management is the ongoing process of identifying, assessing, and responding to risk. To 
manage risk, CamDX member should understand the likelihood that an event will occur and the 
potential resulting impacts. With this information, member can determine the acceptable level of 
risk for achieving their organizational objectives and can express this as their risk tolerance. 
 
With an understanding of risk tolerance, member can prioritize cybersecurity activities, enabling 
them to make informed decisions about cybersecurity expenditures. Implementation of risk 
management programs offers member the ability to quantify and communicate adjustments to 
their cybersecurity programs. CamDX member may choose to handle risk in different ways, 
including mitigating the risk, transferring the risk, avoiding the risk, or accepting the risk, 
depending on the potential impact to the delivery of critical services. 
 
Some of the world leading cyber security risk assessment frameworks have evolved based on five 
key principles: identify, detect, protect, respond and recover. These Functions are not intended 
to form a serial path or lead to a static desired end state. Rather, the Functions should be 
performed concurrently and continuously to form an operational culture that addresses the 
dynamic cybersecurity risk. 
 

• Identify – Develop the organizational understanding to manage cyber security risk to 
systems, assets, data, and capabilities. The activities in the Identify principle are 
foundational for effective use of the Framework. Understanding the business context, the 
resources that support critical functions and the related cyber security risks enables an 
organization to focus and prioritize its efforts, consistent with its risk management 
strategy and business needs. 

 
• Protect: Develop and implement the appropriate safeguards to ensure delivery of critical 

infrastructure services. The Protect principle supports the ability to limit or contain the 
impact of a potential cyber security event. 

 
• Detect: Develop and implement the appropriate activities to identify the occurrence of a 

cybersecurity event. The Detect principle enables timely discovery of cybersecurity 
events. 
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• Respond: Develop and implement the appropriate activities to take action regarding a 
detected cyber security event. The Respond principle supports the ability to contain the 
impact of a potential cyber security event and 

 
• Recover: Develop and implement the appropriate activities to maintain plans for 

resilience and to restore any capabilities or services that were impaired due to a cyber 
security event. The Recover principle supports timely recovery to normal operations to 
reduce the impact from a cyber security event. 

4. INFORMATION SECURITY POLICIES 

CamDX member needs to put in place an approved Information Security Policy and must identify 
and implement appropriate information security management measures or practices keeping in 
view their business needs. Given the critical role of technology as part of its business, member 
needs to subject them to suitable controls across their lifecycle. The specified policy should 
include, but not be limited to the following: 
 
Information security must uphold confidentiality, integrity and availability (known as the CIA 
triad) as the core principles. 

• Confidentiality: “property that information is not made available or disclosed to unauthorized 
individuals, entities, or processes”. 

• Integrity: “property of accuracy and completeness”. 
• Availability: “property of being accessible and usable on demand by an authorized entity” 

 
Other principles such as authenticity, non-repudiation, identification, authorization, accountability 
and auditability are also becoming key considerations for practical security implementations. 

• Authenticity: “property that an entity is what it claims to be”. 
• Non-repudiation: “ability to prove the occurrence of a claimed event or action and its 

originating entities”. 
• Identification: identification is the process by which a subject admits an identity and 

accountability is initiated. 
• Authentication: “provision of assurance that a claimed characteristic of an entity is correct”. 
• Authorization: “the right or a permission that is granted to a system entity to access a 

system resource”. 
• Accountability: “the property that ensures that the actions of an entity may be traced 

uniquely to the entity”. 

4.1 Access control 

Objective: To limit access to information and information processing facilities. 
 
Control 
An access control policy should be established, documented and reviewed based on business and 
information security requirements. 
 
Implementation guidance 
Asset owners should determine appropriate access control rules, access rights and restrictions 
for specific user roles towards their assets, with the amount of detail and the strictness of the 
controls reflecting the associated information security risks. 
 
Access controls are both logical and physical and these should be considered together. Users and 
service providers should be given a clear statement of the business requirements to be met by 
access controls. 
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The policy should take into account of the following: 
• security requirements of business applications; 
• policies for information dissemination and authorization; 
• consistency between the access rights and information classification policies of systems 

and networks; 
• relevant legislation and any contractual obligations regarding limitation of access to data 

or services; 
• management of access rights in a distributed and networked environment which 

recognizes all types of connections available; 
• segregation of access control roles, e.g. access request, access authorization, access 

administration; 
• requirements for formal authorization of access requests; 
• requirements for periodic review of access rights; 
• removal of access rights; 
• archiving of records of all significant events concerning the use and management of user 

identities and secret authentication information; 
• roles with privileged access. 

 
Other information 
Care should be taken when specifying access control rules to consider: 

• establishing rules based on the premise “Everything is generally forbidden unless 
expressly permitted” rather than the weaker rule “Everything is generally permitted 
unless expressly forbidden”; 

• changes in information labels that are initiated automatically by information processing 
facilities and those initiated at the discretion of a user; 

• changes in user permissions that are initiated automatically by the information system 
and those initiated by an administrator; 

• rules which require specific approval before enactment and those which do not. 
 
It is recommended to consider role based access control, also known as a non-discretionary 
access control, which is an approach used to link access rights with business roles. Additionally, 
two of the frequent principles for the access control policy are: 

• Need-to-know: you are only granted access to the information you need to perform your 
tasks (different tasks/roles mean different need-to-know and hence different access 
profile); 

• Need-to-use: you are only granted access to the information processing facilities (IT 
equipment, applications, procedures, rooms) you need to perform your task/job/role. 

4.2 Network security management 

Objective: To ensure the protection of information in networks and its supporting information 
processing facilities. 

4.2.1 Network controls 

 
Control 
Networks should be managed and controlled to protect information in systems and applications. 
 
Implementation guidance 
Controls should be implemented to ensure the security of information in networks and the 
protection of connected services from unauthorized access. In particular, the following items 
should be considered: 
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• responsibilities and procedures for the management of networking equipment should be 
established; 

• operational responsibility for networks should be separated from computer operations 
where appropriate; 

• special controls should be established to safeguard the confidentiality and integrity of 
data passing over public networks or over wireless networks and to protect the connected 
systems and applications; special controls may also be required to maintain the 
availability of the network services and computers connected; 

• appropriate logging and monitoring should be applied to enable recording and detection 
of actions that may affect, or are relevant to, information security; 

• management activities should be closely coordinated both to optimize the service to the 
organization and to ensure that controls are consistently applied across the information 
processing infrastructure; 

• systems on the network should be authenticated; 
• systems connection to the network should be restricted. 

4.2.2 Security of network services 

 
Control 
Security mechanisms, service levels and management requirements of all network services 
should be identified and included in network services agreements, whether these services are 
provided in-house or outsourced. 
 
Implementation guidance 
The ability of the network service provider to manage agreed services in a secure way should be 
determined and regularly monitored, and the right to audit should be agreed. 
 
The security arrangements necessary for particular services, such as security features, service 
levels and management requirements, should be identified. The organization should ensure that 
network service providers implement these measures. 
 
Network services include the provision of connections, private network services and value added 
networks and managed network security solutions such as firewalls and intrusion detection 
systems. These services can range from simple unmanaged bandwidth to complex value-added 
offerings. 
 
Security features of network services could be: 

• technology applied for security of network services, such as authentication, encryption 
and network connection controls; 

• technical parameters required for secured connection with the network services in 
accordance with the security and network connection rules; 

• procedures for the network service usage to restrict access to network services or 
applications, where necessary. 

4.2.3 Segregation in networks 

 
Control 
Groups of information services, users and information systems should be segregated on 
networks. 
 
Implementation guidance 
One method of managing the security of large networks is to divide them into separate network 
domains. The domains can be chosen based on trust levels (e.g. public access domain, desktop 
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domain, server domain), along organizational units (e.g. human resources, finance, marketing) or 
some combination (e.g. server domain connecting to multiple organizational units). The 
segregation can be done using either physically different networks or by using different logical 
networks (e.g. virtual private networking). 
 
The perimeter of each domain should be well defined. Access between network domains is 
allowed, but should be controlled at the perimeter using a gateway (e.g. firewall, filtering router). 
The criteria for segregation of networks into domains, and the access allowed through the 
gateways, should be based on an assessment of the security requirements of each domain. The 
assessment should be in accordance with the access control policy, access requirements, value 
and classification of information processed and also take account of the relative cost and 
performance impact of incorporating suitable 
gateway technology. 
 
Wireless networks require special treatment due to the poorly defined network perimeter. For 
sensitive environments, consideration should be made to treat all wireless access as external 
connections and to segregate this access from internal networks until the access has passed 
through a gateway in accordance with network controls policy before granting access to internal 
systems. 
 
The authentication, encryption and user level network access control technologies of modern, 
standards based wireless networks may be sufficient for direct connection to the organization’s 
internal network when properly implemented. 

4.3 Mobile devices and remote access 

Objective: To ensure the security of teleworking and use of mobile devices. 

4.3.1 Mobile device policy 

 
Control 
A policy and supporting security measures should be adopted to manage the risks introduced by 
using mobile devices. 
 
Implementation guidance 
When using mobile devices, special care should be taken to ensure that business information is 
not compromised. The mobile device policy should take into account the risks of working with 
mobile devices in unprotected environments. 
 
The mobile device policy should consider: 

• registration of mobile devices; 
• requirements for physical protection; 
• restriction of software installation; 
• requirements for mobile device software versions and for applying patches; 
• restriction of connection to information services; access controls; 
• cryptographic techniques; 
• malware protection; 
• remote disabling, erasure or lockout; 
• backups; 
• usage of web services and web apps. 

 
Care should be taken when using mobile devices in public places, meeting rooms and other 
unprotected areas. Protection should be in place to avoid the unauthorized access to or disclosure 
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of the information stored and processed by these devices, e.g. using cryptographic techniques and 
enforcing use of secret authentication information. 
 
Mobile devices should also be physically protected against theft especially when left, for example, 
in cars and other forms of transport, hotel rooms, conference centers and meeting places. A 
specific procedure taking into account legal, insurance and other security requirements of the 
organization should be established for cases of theft or loss of mobile devices. Devices carrying 
important, sensitive or critical business information should not be left unattended and, where 
possible, should be physically locked away, or special locks should be used to secure the devices. 
 
Training should be arranged for personnel using mobile devices to raise their awareness of the 
additional risks resulting from this way of working and the controls that should be implemented. 
 
Where the mobile device policy allows the use of privately owned mobile devices, the policy and 
related security measures should also consider: 

• separation of private and business use of the devices, including using software to support 
such separation and protect business data on a private device; 

• providing access to business information only after users have signed an end user 
agreement acknowledging their duties (physical protection, software updating, etc.), 
waiving ownership of business data, allowing remote wiping of data by the organization 
in case of theft or loss of the device or when no longer authorized to use the service. This 
policy needs to take account of privacy legislation. 

 
Other information 
Mobile device wireless connections are similar to other types of network connection, but have 
important differences that should be considered when identifying controls. Typical differences 
are: 

• some wireless security protocols are immature and have known weaknesses; 
• information stored on mobile devices may not be backed-up because of limited network 

bandwidth or because mobile devices may not be connected at the times when backups 
are scheduled. 

 
Mobile devices generally share common functions, e.g. networking, internet access, e-mail and 
file handling, with fixed use devices. Information security controls for the mobile devices 
generally consist of those adopted in the fixed use devices and those to address threats raised by 
their usage outside the organization’s premises. 

4.3.2 Remote access 

 
Control 
A policy and supporting security measures should be implemented to protect information 
accessed, processed or stored at teleworking sites. 
 
Implementation guidance 
Organizations allowing teleworking activities should issue a policy that defines the conditions 
and restrictions for using teleworking. Where deemed applicable and allowed by law, the 
following matters should be considered: 

• the existing physical security of the teleworking site, taking into account the physical 
security of the building and the local environment; 

• the proposed physical teleworking environment; 
• the communications security requirements, taking into account the need for remote 

access to the organization’s internal systems, the sensitivity of the information that will 
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be accessed and passed over the communication link and the sensitivity of the internal 
system; 

• the provision of virtual desktop access that prevents processing and storage of 
information on privately owned equipment; 

• the threat of unauthorized access to information or resources from other persons using 
the accommodation, e.g. family and friends; 

• the use of home networks and requirements or restrictions on the configuration of 
wireless network services; 

• policies and procedures to prevent disputes concerning rights to intellectual property 
developed on privately owned equipment; 

• access to privately owned equipment (to verify the security of the machine or during an 
investigation), which may be prevented by legislation; 

• software licensing agreements that are such that organizations may become liable for 
licensing for client software on workstations owned privately by employees or external 
party users; 

• malware protection and firewall requirements. 
 
The guidelines and arrangements to be considered should include: 

• the provision of suitable equipment and storage furniture for the teleworking activities, 
where the use of privately owned equipment that is not under the control of the 
organization is not allowed; 

• a definition of the work permitted, the hours of work, the classification of information that 
may be held and the internal systems and services that the teleworker is authorized to 
access; 

• the provision of suitable communication equipment, including methods for securing 
remote access; 

• physical security; 
• rules and guidance on family and visitor access to equipment and information; 
• the provision of hardware and software support and maintenance; 
• the provision of insurance; 
• the procedures for backup and business continuity; 
• audit and security monitoring; 
• revocation of authority and access rights, and the return of equipment when the 

teleworking activities are terminated. 
 
Other information 
Teleworking refers to all forms of work outside of the office, including non-traditional work 
environments, such as those referred to as “telecommuting”, “flexible workplace”, “remote work” 
and “virtual work” environments. 

4.4 Technical vulnerability management 

Objective: To prevent exploitation of technical vulnerabilities. 
 
Control 
Information about technical vulnerabilities of information systems being used should be obtained 
in a timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate 
measures taken to address the associated risk. 
 
Implementation guidance 
A current and complete inventory of assets is a prerequisite for effective technical vulnerability 
management. Specific information needed to support technical vulnerability management 
includes the software vendor, version numbers, current state of deployment (e.g. what software 
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is installed on what systems) and the person(s) within the organization responsible for the 
software. 
 
Appropriate and timely action should be taken in response to the identification of potential 
technical vulnerabilities. The following guidance should be followed to establish an effective 
management process for technical vulnerabilities: 

• the organization should define and establish the roles and responsibilities associated with 
technical vulnerability management, including vulnerability monitoring, vulnerability 
risk assessment, patching, asset tracking and any coordination responsibilities required; 

• information resources that will be used to identify relevant technical vulnerabilities and 
to maintain awareness about them should be identified for software and other technology 
(based on the asset inventory list); these information resources should be updated based 
on changes in the inventory or when other new or useful resources are found; 

• a timeline should be defined to react to notifications of potentially relevant technical 
vulnerabilities; 

• once a potential technical vulnerability has been identified, the organization should 
identify the associated risks and the actions to be taken; such action could involve 
patching of vulnerable systems or applying other controls; 

• depending on how urgently a technical vulnerability needs to be addressed, the action 
taken should be carried out according to the controls related to change management or 
by following information security incident response procedures; 

• if a patch is available from a legitimate source, the risks associated with installing the 
patch should be assessed (the risks posed by the vulnerability should be compared with 
the risk of installing the patch); 

• patches should be tested and evaluated before they are installed to ensure they are 
effective and do not result in side effects that cannot be tolerated; if no patch is available, 
other controls should be considered, such as: 

o turning off services or capabilities related to the vulnerability; 
o adapting or adding access controls, e.g. firewalls, at network borders; 
o increased monitoring to detect actual attacks; 
o raising awareness of the vulnerability; 

• an audit log should be kept for all procedures undertaken; 
• the technical vulnerability management process should be regularly monitored and 

evaluated in order to ensure its effectiveness and efficiency; 
• systems at high risk should be addressed first; 
• an effective technical vulnerability management process should be aligned with incident 

management activities, to communicate data on vulnerabilities to the incident response 
function and provide technical procedures to be carried out should an incident occur; 

• define a procedure to address the situation where a vulnerability has been identified but 
there is no suitable countermeasure. In this situation, the organization should evaluate 
risks relating to the known vulnerability and define appropriate detective and corrective 
actions. 

 
Other information 
Technical vulnerability management can be viewed as a sub-function of change management and 
as such can take advantage of the change management processes and procedures. Vendors are 
often under significant pressure to release patches as soon as possible. Therefore, there is a 
possibility that a patch does not address the problem adequately and has negative side effects. 
Also, in some cases, uninstalling a patch cannot be easily achieved once the patch has been 
applied. If adequate testing of the patches is not possible, e.g. because of costs or lack of resources, 
a delay in patching can be considered to evaluate the associated risks, based on the experience 
reported by other users. 
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4.5 Physical and environmental security 

Objective: To prevent unauthorized physical access, damage and interference to the organization’s 
information and information processing facilities. 
 
The confidentiality, integrity, and availability of information can be impaired through physical 
access and damage or destruction to physical components. Conceptually, those physical security 
risks are mitigated through zone-oriented implementations. Zones are physical areas with 
differing physical security requirements. The security requirements of each zone are a function 
of the sensitivity of the data contained or accessible through the zone and the information 
technology components in the zone. 
 
The requirements for each zone should be determined through the risk assessment. The risk 
assessment should include, but is not limited to, threats like dust, electrical supply interference, 
electromagnetic radiation, explosives, fire, smoke, theft/destruction, vibration/earthquake, 
water, criminals, terrorism, political issues (e.g. strikes, disruptions) and other threats based on 
the entity’s unique geographical location, building configuration, neighboring environment/ 
entities, etc. 
 
These security controls are applicable to locations where critical information assets are kept, such 
as the data center, disaster recovery site, server room, etc. 
 
Consideration Points 

• Environmental controls: 
o It is important to secure location of critical assets to protect them from natural 

and man-made threats 
o Access to sensitive areas like data centers should be restricted including detailed 

procedures for handling access by internal staff, contracters and visitors and 
o Monitoring mechanisms for the detection of compromises of environmental 

controls relating to temperature, water, smoke, access alarms, service availability 
alerts (power supply, telecommunications, servers), access log reviews, etc. 

• Perimeters of a building or site containing information processing facilities should be 
physically secure (i.e. there should be no gaps in the perimeter or areas where a break-in 
could easily occur); the exterior roof, walls and flooring of the site should be of solid 
construction and all external doors should be suitably protected against unauthorized 
access with control mechanisms, (e.g. bars, alarms, locks); doors and windows should be 
locked when unattended and external protection should be considered for windows, 
particularly at ground level.  

• A manned reception area or other means to control physical access to the site or building 
should be in place; access to sites and buildings should be restricted to authorized personnel only. 

• Physical barriers should, wherever applicable, be built to prevent unauthorized physical 
access and environmental contamination. 

• All fire doors on a security perimeter should be alarmed, monitored and tested in 
conjunction with the walls to establish the required level of resistance in accordance with 
suitable regional, national and international standards; they should operate in accordance 
with the local fire code in a failsafe manner. 

• Suitable intruder detection systems should be installed to national, regional or 
international standards and regularly tested to cover all external doors and accessible 
windows; unoccupied areas should be alarmed at all times; cover should also be provided 
for other areas, e.g. computer room or communications rooms. 

• The date and time of entry and departure of visitors should be recorded, and all visitors 
should be supervised unless their access has been previously approved; they should only 
be granted access for specific, authorized purposes and should be issued with instructions 
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on the security requirements of the area and on emergency procedures. The identity of 
visitors should be authenticated by an appropriate means. 

• Access to areas where confidential information is processed or stored should be 
restricted to authorized individuals only by implementing appropriate access controls, 
e.g. by implementing a two-factor authentication mechanism such as an access card. 

• A physical log book or electronic audit trail of all access should be securely maintained 
and monitored. 

• All employees, contractors and external parties should be required to wear some form of 
visible identification and should immediately notify security personnel if they encounter 
unescorted visitors and anyone not wearing visible identification. 

• External party support service personnel should be granted restricted access to secure 
areas or confidential information processing facilities only when required; this access 
should be authorized and monitored. 

• Access rights to secure areas should be regularly reviewed and updated, and revoked 
when necessary. 

• Where applicable, buildings should be unobtrusive and give minimum indication of their 
purpose, with no obvious signs, outside or inside the building, identifying the presence of 
information processing activities. 

• Physical protection against natural disasters, malicious attack or accidents should be 
designed and applied. 

o Procedures for working in secure areas should be designed and applied. 
o Personnel should only be aware of the existence of, or activities within, a secure 

area on a need to-know basis. 
o Unsupervised working in secure areas should be avoided both for safety reasons 

and to prevent opportunities for malicious activities. 
o Vacant secure areas should be physically locked and periodically reviewed and 
o Photographic, video, audio or other recording equipment, such as cameras in 

mobile devices, should not be allowed, unless authorized. 
• There should be secure storage of media. Controls could include physical and 

environmental controls such as fire and flood protection, limiting access by means of 
physical locks, keypad, passwords, biometrics, etc., labelling, and logged access. 
Management should establish access controls to limit access to media, while ensuring that 
all employees have authorization to access the minimum data required to perform their 
responsibilities. 

4.6 System and Application Security Controls 

There are different types of applications like the network operating systems, databases, 
enterprise resource management systems, customer relationship management systems, all used 
for different business purposes. Users usually access several different types of systems 
throughout their daily tasks making controlling access and providing the necessary level of 
protection on different data types difficult and full of obstacles. This complexity may result in 
unforeseen and unidentified holes in the protection of the entire infrastructure including 
overlapping and contradictory controls, and policy and regulatory noncompliance. There are 
commonly known information systems vulnerability associated with application software, 
whether the software is in-house developed or acquired from an external source. Threat actors 
can potentially use many different paths through the application to cause damage to the business; 
thus it is essential to have strong application controls embedded in an enterprise. 
 
Consideration Points 

• Owner should be assigned to each application, which will usually be the concerned 
business function that uses the application. 
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• It is recommended to test all application systems in the development environment before 
going live production. 

• All critical applications should conduct source code review; at least, this should be after 
every major update. 

• The organization should exercise due diligence in ensuring its applications have 
appropriate security controls, taking into consideration the type of processes and 
complexity of services these applications provide in order to ensure that there is a high 
degree of system and data integrity. 

• Recovery measures, user access and data protection controls, at the minimum, should be 
implemented for such applications. 

• All application systems should have audit trails including the clear allocation of 
responsibilities in this regard. 

• There should be documented standards/procedures for administering the application, 
which are approved by the application owner and kept up-to-date. 

• There should be measures to reduce the risk of theft, fraud, error and unauthorized 
changes to information through measures like supervision of activities and segregation of 
duties. 

• Robust System Security Testing, in respect of critical systems, needs to incorporate, 
among other things, specifications relating to information leakage, business logic, 
authentication, authorization, input data validation, exception/error handling, session 
management, cryptography and detailed logging, as relevant. This needs to be carried out 
at least every year and 

• Restrictions to access should be based on individual business application requirements 
and in accordance with the defined access control policy. The following should be 
considered in order to support access restriction requirements: 

o Providing menus to control access to application system functions 
o Controlling which data can be accessed by a particular user 
o Controlling the access rights of users, e.g. read, write, delete and execute 
o Controlling the access rights of other applications 
o Limiting the information contained in outputs and 
o Providing physical or logical access controls for the isolation of sensitive 

applications, application data, or systems 

4.7 Operations security 

4.7.1 Documented operating procedures 

Control 
Operating procedures should be documented and made available to all users who need them. 
 
Implementation guidance 
Documented procedures should be prepared for operational activities associated with 
information processing and communication facilities, such as computer start-up and close-down 
procedures, backup, equipment maintenance, media handling, computer room and mail handling 
management and safety. 
 
The operating procedures should specify the operational instructions, including: 

• the installation and configuration of systems; 
• processing and handling of information both automated and manual; 
• backup; 
• scheduling requirements, including interdependencies with other systems, earliest job 

start and latest job completion times; 
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• instructions for handling errors or other exceptional conditions, which might arise 
during job execution, including restrictions on the use of system utilities; 

• support and escalation contacts including external support contacts in the event of 
unexpected operational or technical difficulties; 

• special output and media handling instructions, such as the use of special stationery or 
the management of confidential output including procedures for secure disposal of 
output from failed jobs; 

• system restart and recovery procedures for use in the event of system failure; 
• the management of audit-trail and system log information; 
• monitoring procedures. 

 
Operating procedures and the documented procedures for system activities should be treated as 
formal documents and changes authorized by management. Where technically feasible, 
information systems should be managed consistently, using the same procedures, tools and 
utilities. 

4.7.2 Change management 

Control 
Changes to the organization, business processes, information processing facilities and systems 
that affect information security should be controlled. 
 
Implementation guidance 
In particular, the following items should be considered: 

• identification and recording of significant changes; 
• planning and testing of changes; 
• assessment of the potential impacts, including information security impacts, of such 

changes; 
• formal approval procedure for proposed changes; 
• verification that information security requirements have been met; 
• communication of change details to all relevant persons; 
• fall-back procedures, including procedures and responsibilities for aborting and 

recovering from unsuccessful changes and unforeseen events; 
• provision of an emergency change process to enable quick and controlled implementation 

of changes needed to resolve an incident. 
 
Formal management responsibilities and procedures should be in place to ensure satisfactory 
control of all changes. When changes are made, an audit log containing all relevant information 
should be retained. 
 
Other information 
Inadequate control of changes to information processing facilities and systems is a common cause 
of system or security failures. Changes to the operational environment, especially when 
transferring a system from development to operational stage, can impact on the reliability of 
applications. 

4.7.3 Separation of development, testing and operational environments 

Control 
Development, testing, and operational environments should be separated to reduce the risks of 
unauthorized access or changes to the operational environment. 
Implementation guidance 
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The level of separation between operational, testing, and development environments that is 
necessary to prevent operational problems should be identified and implemented. 
 
The following items should be considered: 

• rules for the transfer of software from development to operational status should be 
defined and documented; 

• development and operational software should run on different systems or computer 
processors and in different domains or directories; 

• changes to operational systems and applications should be tested in a testing or staging 
environment prior to being applied to operational systems; 

• other than in exceptional circumstances, testing should not be done on operational 
systems; 

• compilers, editors and other development tools or system utilities should not be 
accessible from operational systems when not required; 

• users should use different user profiles for operational and testing systems, and menus 
should display appropriate identification messages to reduce the risk of error; 

• sensitive data should not be copied into the testing system environment unless equivalent 
controls are provided for the testing system 

 
Other information 
Development and testing activities can cause serious problems, e.g. unwanted modification of 
files or system environment or system failure. There is a need to maintain a known and stable 
environment in which to perform meaningful testing and to prevent inappropriate developer 
access to the operational environment. 
 
Where development and testing personnel have access to the operational system and its 
information, they may be able to introduce unauthorized and untested code or alter operational 
data. On some systems this capability could be misused to commit fraud or introduce untested or 
malicious code, which can cause serious operational problems. 
 
Development and testing personnel also pose a threat to the confidentiality of operational 
information. Development and testing activities may cause unintended changes to software or 
information if they share the same computing environment. Separating development, testing and 
operational environments is therefore desirable to reduce the risk of accidental change or 
unauthorized access to operational software and business data 

4.8 Information security incident management 

Objective: To ensure a consistent and effective approach to the management of information 
security incidents, including communication on security events and weaknesses. 

4.8.1 Responsibilities and procedures 

Control 
Management responsibilities and procedures should be established to ensure a quick, effective 
and orderly response to information security incidents. 
 
Implementation guidance 
The following guidelines for management responsibilities and procedures with regard to 
information security incident management should be considered: 

• management responsibilities should be established to ensure that the following 
procedures are developed and communicated adequately within the organization: 

o procedures for incident response planning and preparation; 
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o procedures for monitoring, detecting, analyzing and reporting of information 
security events and incidents; 

o procedures for logging incident management activities; 
o procedures for handling of forensic evidence; 
o procedures for assessment of and decision on information security events and 

assessment of information security weaknesses; 
o procedures for response including those for escalation, controlled recovery from 

an incident and communication to internal and external people or organizations; 
• procedures established should ensure that: 

o competent personnel handle the issues related to information security incidents 
within the organization; 

o a point of contact for security incidents’ detection and reporting is implemented; 
o appropriate contacts with authorities, external interest groups or forums that 

handle the issues related to information security incidents are maintained; 
• reporting procedures should include: 

o preparing information security event reporting forms to support the reporting 
action and to help the person reporting to remember all necessary actions in case 
of an information security event; 

o the procedure to be undertaken in case of an information security event, e.g. 
noting all details immediately, such as type of non-compliance or breach, 
occurring malfunction, messages on the screen and immediately reporting to the 
point of contact and taking only coordinated actions; 

o reference to an established formal disciplinary process for dealing with 
employees who commit security breaches; 

o suitable feedback processes to ensure that those persons reporting information 
security events are notified of results after the issue has been dealt with and 
closed. 

 
The objectives for information security incident management should be agreed with 
management, and it should be ensured that those responsible for information security incident 
management understand the organization’s priorities for handling information security 
incidents. 
 
Other information 
Information security incidents might transcend organizational and national boundaries. To 
respond to such incidents there is an increasing need to coordinate response and share 
information about these incidents with external organizations as appropriate. 

4.8.2 Reporting information security events 

Control 
Information security events should be reported through appropriate management channels as 
quickly as possible. 
 
Implementation guidance 
All employees and contractors should be made aware of their responsibility to report information 
security events as quickly as possible. They should also be aware of the procedure for reporting 
information security events and the point of contact to which the events should be reported. 
 
Situations to be considered for information security event reporting include: 

• ineffective security control; 
• breach of information integrity, confidentiality or availability expectations; 
• human errors; 
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• non-compliances with policies or guidelines; 
• breaches of physical security arrangements; 
• uncontrolled system changes; 
• malfunctions of software or hardware; 
• access violations. 

 
Other information 
Malfunctions or other anomalous system behavior may be an indicator of a security attack or 
actual security breach and should therefore always be reported as an information security event. 

4.8.3 Reporting information security weaknesses 

Control 
Employees and contractors using the organization’s information systems and services should be 
required to note and report any observed or suspected information security weaknesses in 
systems or services. 
 
Implementation guidance 
All employees and contractors should report these matters to the point of contact as quickly as 
possible in order to prevent information security incidents. The reporting mechanism should be 
as easy, accessible and available as possible. 
 
Other information 
Employees and contractors should be advised not to attempt to prove suspected security 
weaknesses. Testing weaknesses might be interpreted as a potential misuse of the system and 
could also cause damage to the information system or service and result in legal liability for the 
individual performing the testing. 

4.8.4 Assessment of and decision on information security events 

Control 
Information security events should be assessed and it should be decided if they are to be classified 
as information security incidents. 
 
Implementation guidance 
The point of contact should assess each information security event using the agreed information 
security event and incident classification scale and decide whether the event should be classified 
as an information security incident. Classification and prioritization of incidents can help to 
identify the impact and extent of an incident. 
 
In cases where the organization has an information security incident response team (ISIRT), the 
assessment and decision can be forwarded to the ISIRT for confirmation or reassessment. 
 
Results of the assessment and decision should be recorded in detail for the purpose of future 
reference and verification. 

4.8.5 Response to information security incidents 

Control 
Information security incidents should be responded to in accordance with the documented 
procedures. 
 
Implementation guidance 
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Information security incidents should be responded to by a nominated point of contact and other 
relevant persons of the organization or external parties. 
 
The response should include the following: 

• collecting evidence as soon as possible after the occurrence; 
• conducting information security forensics analysis, as required; 
• escalation, as required; 
• ensuring that all involved response activities are properly logged for later analysis; 
• communicating the existence of the information security incident or any relevant details 

thereof to other internal and external people or organizations with a need-to-know; 
• dealing with information security weakness(es) found to cause or contribute to the 

incident; 
• once the incident has been successfully dealt with, formally closing and recording it. 

 
Post-incident analysis should take place, as necessary, to identify the source of the incident. 
 
Other information 
The first goal of incident response is to resume ‘normal security level’ and then initiate the 
necessary recovery 

4.8.6 Learning from information security incidents 

Control 
Knowledge gained from analyzing and resolving information security incidents should be used to 
reduce the likelihood or impact of future incidents. 
 
Implementation guidance 
There should be mechanisms in place to enable the types, volumes and costs of information 
security incidents to be quantified and monitored. The information gained from the evaluation of 
information security incidents should be used to identify recurring or high impact incidents. 
 
Other information 
The evaluation of information security incidents may indicate the need for enhanced or additional 
controls to limit the frequency, damage and cost of future occurrences, or to be taken into account 
in the security policy review process. With due care of confidentiality aspects, anecdotes from 
actual information security incidents can be used in user awareness training as examples of what 
could happen, how to respond to such incidents and how to avoid them in the future. 

4.8.7 Collection of evidence 

Control 
The organization should define and apply procedures for the identification, collection, acquisition 
and preservation of information, which can serve as evidence. 
 
Implementation guidance 
Internal procedures should be developed and followed when dealing with evidence for the 
purposes of disciplinary and legal action. 
 
In general, these procedures for evidence should provide processes of identification, collection, 
acquisition and preservation of evidence in accordance with different types of media, devices and 
status of devices, e.g. powered on or off. The procedures should take account of: 

• chain of custody; 
• safety of evidence; 
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• safety of personnel; 
• roles and responsibilities of personnel involved; 
• competency of personnel; 
• documentation; 
• briefing. 

 
Where available, certification or other relevant means of qualification of personnel and tools 
should be sought, so as to strengthen the value of the preserved evidence. 
 
Forensic evidence may transcend organizational or jurisdictional boundaries. In such cases, it 
should be ensured that the organization is entitled to collect the required information as forensic 
evidence. The requirements of different jurisdictions should also be considered to maximize 
chances of admission across the relevant jurisdictions. 
 
Other information 
Identification is the process involving the search for, recognition and documentation of potential 
evidence. Collection is the process of gathering the physical items that can contain potential 
evidence. Acquisition is the process of creating a copy of data within a defined set. Preservation 
is the process to maintain and safeguard the integrity and original condition of the potential 
evidence. 
 
When an information security event is first detected, it may not be obvious whether or not the 
event will result in court action. Therefore, the danger exists that necessary evidence is destroyed 
intentionally or accidentally before the seriousness of the incident is realized. It is advisable to 
involve a lawyer or the police early in any contemplated legal action and take advice on the 
evidence required. 

4.9 Information security aspects of business continuity management 

Objective: Information security continuity should be embedded in the organization’s business 
continuity management systems. 

4.9.1 Planning information security continuity 

Control 
The organization should determine its requirements for information security and the continuity 
of information security management in adverse situations, e.g. during a crisis or disaster. 
 
Implementation guidance 
An organization should determine whether the continuity of information security is captured 
within the business continuity management process or within the disaster recovery management 
process. Information security requirements should be determined when planning for business 
continuity and disaster recovery. 
 
In the absence of formal business continuity and disaster recovery planning, information security 
management should assume that information security requirements remain the same in adverse 
situations, compared to normal operational conditions. Alternatively, an organization could 
perform a business impact analysis for information security aspects to determine the information 
security requirements applicable to adverse situations. 
 
Other information 
In order to reduce the time and effort of an ‘additional’ business impact analysis for information 
security, it is recommended to capture information security aspects within the normal business 
continuity management or disaster recovery management business impact analysis. This implies 
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that the information security continuity requirements are explicitly formulated in the business 
continuity management or disaster recovery management processes. 

4.9.2 Implementing information security continuity 

Control 
The organization should establish, document, implement and maintain processes, procedures 
and controls to ensure the required level of continuity for information security during an adverse 
situation. 
 
Implementation guidance 
An organization should ensure that: 

• an adequate management structure is in place to prepare for, mitigate and respond to a 
disruptive event using personnel with the necessary authority, experience and 
competence; 

• incident response personnel with the necessary responsibility, authority and competence 
to manage an incident and maintain information security are nominated; 

• documented plans, response and recovery procedures are developed and approved, 
detailing how the organization will manage a disruptive event and will maintain its 
information security to a predetermined level, based on management-approved 
information security continuity objectives 

 
According to the information security continuity requirements, the organization should establish, 
document, implement and maintain: 

• information security controls within business continuity or disaster recovery processes, 
procedures and supporting systems and tools; 

• processes, procedures and implementation changes to maintain existing information 
security controls during an adverse situation; 

• compensating controls for information security controls that cannot be maintained 
during an adverse situation. 

 
Other information 
Within the context of business continuity or disaster recovery, specific processes and procedures 
may have been defined. Information that is handled within these processes and procedures or 
within dedicated information systems to support them should be protected. Therefore an 
organization should involve information security specialists when establishing, implementing 
and maintaining business continuity or disaster recovery processes and procedures. 
 
Information security controls that have been implemented should continue to operate during an 
adverse situation. If security controls are not able to continue to secure information, other 
controls should be established, implemented and maintained to maintain an acceptable level of 
information security. 

4.9.3 Verify, review and evaluate information security continuity 

Control 
The organization should verify the established and implemented information security continuity 
controls at regular intervals in order to ensure that they are valid and effective during adverse 
situations. 
 
Implementation guidance 
Organizational, technical, procedural and process changes, whether in an operational or 
continuity context, can lead to changes in information security continuity requirements. In such 
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cases, the continuity of processes, procedures and controls for information security should be 
reviewed against these changed requirements. 
 
Organizations should verify their information security management continuity by: 

• exercising and testing the functionality of information security continuity processes, 
procedures and controls to ensure that they are consistent with the information security 
continuity objectives; 

• exercising and testing the knowledge and routine to operate information security 
continuity processes, procedures and controls to ensure that their performance is 
consistent with the information security continuity objectives; 

• reviewing the validity and effectiveness of information security continuity measures 
when information systems, information security processes, procedures and controls or 
business continuity management/disaster recovery management processes and 
solutions change. 

 
Other information 
The verification of information security continuity controls is different from general information 
security testing and verification and should be performed outside the testing of changes. If 
possible, it is preferable to integrate verification of information security continuity controls with 
the organization’s business continuity or disaster recovery tests. 

4.10 Audit trails 

CamDX member needs to ensure that audit trails exist for IT assets satisfying the business 
requirements including regulatory and legal requirements, facilitating audit, serving as forensic 
evidence when required and assisting in dispute resolution. This could include, as applicable, 
various areas like transaction with financial consequences, modifications in sensitive master 
data, accessing or copying of sensitive data/information; and granting, modification or revocation 
of systems access rights or privileges for accessing sensitive IT assets. 
 
Audit trails should be secured to ensure the integrity of the information captured, including the 
preservation of evidence. Retention of audit trails should be in line with business, regulatory and 
legal requirements. 
 
Audit and security logs are useful information which facilitates investigations and trouble 
shooting. 
 
Consideration Points 

• Ensure that records of user access are uniquely identified and logged for audit and review 
purposes. 

• Have accountability and identification of unauthorized access is documented. 
• Enable audit logging of system activities performed by privileged users. 
• Protect against unauthorized changes to log information by using appropriate logging 

facility. The operational control should include protection from: 
o alterations to the message types that are recorded 
o log files being edited or deleted and 
o storage capacity of the log file media being exceeded, resulting in either the failure 

to record events or over-writing of past recorded events. 
• Ensure that Network Time Protocol (NTP) server is used to time sync all internal devices. 
• Ensure appropriate logging and monitoring should be applied to enable recording and 

detection of actions that may affect, or are relevant to, information security. 
• Ensure event logs include, when relevant: 

o User IDs 
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o System activities 
o Dates, time and details of key events, e.g. log-on and log-off 
o Device identity or location if possible and system identifier 
o Records of successful and rejected system access attempts 
o Records of successful and rejected data and other resource access attempts 
o Changes to system configuration 
o Use of privileges 
o Use of system utilities and applications 
o Files accessed and the kind of access 
o Network addresses and protocols 
o Alarms raised by the access control system and 
o Records of transactions executed by users in applications and online customer 

transaction 
• Ensure event logging sets the foundation for automated monitoring systems which are 

capable of generating consolidated reports and alerts on system security. 
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Checklist 

 

I, the undersigned, acting on behalf of the organization, hereby declare that the information provided below is true,  

complete and correct. I also understand that in the event of my information being found false or incorrect at any stage, 

 the CamDX membership application for the organization shall be liable to cancellation or termination without notice 

 or any compensation in lieu thereof. 

Name of the organization:  _________________________________________________________________________ 

Name and position of the representative:  ____________________________________________________________ 

Signature _______________________________________Date____________________________________________ 
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Information Security Guideline Checklist   2 

The notion for compliance to the guideline, to fill in the “Confirm” section, is as below: 

• 0 : non-compliant (the organization fails to comply with section) 

• 1 : partially compliant (some aspects or parts of the section are met while others are not) 

• 2 : substantially compliant (to a large extent in accordance with the section) 

• 3 : fully compliant (entirely in accordance with the section, which is implemented in an effective manner) 

It is recommended to also provide information in addition to the confirmation status in the “Others” section. 

 

Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

1 3. Information security management 

1.1 3.1 Roles and responsibilities Whether roles and responsibilities are defined and 

assigned. 
  

1.2 3.2 Asset management Whether the assets, to be protected, are identified.   

1.3 3.3 Information security risk 

management 

Whether risks to the organization’s information 

and information processing facility, from a process 

involving external party access, is identified and 

appropriate control measures implemented before 

granting access. 
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Information Security Guideline Checklist   3 

Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2 4. Information security policies 

2.1 4.1 Access control Whether an access control policy is developed and 

reviewed based on the business and security 

requirements. 

  

2.2 4.2 Network security management 

2.2.1 4.2.1 Network controls Whether the network is adequately managed and 

controlled, to protect from threats, and to maintain 

security for the systems and applications using the 

network, including the information in transit. 

  

2.2.2 4.2.2 Security of network 

services 

Whether security features, service levels and 

management requirements, of all network services, 

are identified and included in any network services 

agreement. 

  

2.2.3 4.2.3 Segregation in networks Whether groups of information services, users and 

information systems are segregated on networks. 

Whether the network (where business partner’s 

and/ or third parties need access to information 

system) is segregated using perimeter security 

mechanisms such as firewalls. 

Whether consideration is made to segregation of 

wireless networks from internal and private 

networks. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.3 4.3 Mobile devices and remote access 

2.3.1 4.3.1 Mobile device policy Whether the risks of working with mobile devices 

in unprotected environments are taken into 

account. 

  

2.3.2 4.3.2 Remote access Whether a policy and supporting security measures 

are implemented to protect information accessed, 

processed or stored at teleworking sites. 

  

2.4 4.4 Technical vulnerability 

management 

Whether timely information about technical 

vulnerabilities of information systems being used is 

obtained. 

Whether the organization’s exposure to such 

vulnerabilities evaluated and appropriate measures 

taken to mitigate the associated risk. 

  

2.5 4.5 Physical and 

environmental security 

Whether a physical border security facility has 

been implemented to protect the information 

processing service. 

Whether entry controls are in place to allow only 

authorized personnel into various areas within the 

organization. 

Whether the rooms, which have the information 

processing service, are locked or have lockable 

cabinets or safes. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.6 4.6 System and application 

security controls 

Whether access to information and application 

system functions by users and support personnel is 

restricted in accordance with the defined access 

control policy. 

 

  

2.7 4.7 Operations security 

2.7.1 4.7.1 Documented operating 

procedures 

Whether the operating procedure is documented, 

maintained and available to all users who need it. 

 

 

  

2.7.2 4.7.2 Change management Whether all changes to information processing 

facilities and systems are controlled. 

 

 

  

2.7.3 4.7.3 Separation of 

development, testing and 

operational environments 

Whether the development and testing environment 

are isolated from operational environment.  For 

example, development and production software 

should be run on different computers.  Where 

necessary, development and production networks 

should be kept separate from each other. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.8 4.8 Information security incident management 

2.8.1 4.8.1 Responsibilities and 

procedures 

Whether management responsibilities and 

procedures were established to ensure quick, 

effective and orderly response to information 

security incidents.  

Whether monitoring of systems, alerts and 

vulnerabilities are used to detect information 

security incidents. 

  

2.8.2 4.8.2 Reporting information 

security events 

Whether information security events are reported 

through appropriate management channels as 

quickly as possible.  

Whether formal information security event 

reporting procedure, Incident response and 

escalation procedure are developed and 

implemented. 

  

2.8.3 4.8.3 Reporting information 

security weaknesses 

Whether there exists a procedure that ensures all 

employees of information systems and services are 

required to note and report any observed or 

suspected security weakness in the system or 

services. 

  

2.8.4 4.8.4 Assessment of and 

decision on information 

security events 

Whether the Information security events are 

assessed and decided if they are to be classified as 

information security incidents. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.8.5 4.8.5 Response to 

information security 

incidents 

Whether the information security incidents are 

responded to by a nominated point of contact 

and other relevant persons of the organization 

or external parties. 

 

 

  

2.8.6 4.8.6 Learning from 

information security 

incidents 

Whether there is a mechanism in place to identify 

and quantify the type, volume and costs of 

information security incidents.  

Whether the information gained from the 

evaluation of the past information security 

incidents are used to identify recurring or high 

impact incidents. 

 

  

2.8.7 4.8.7 Collection of evidence Whether evidence relating to the incident are 

collected, retained and presented to conform to the 

rules for evidence laid down in the relevant 

jurisdiction(s). 

Whether internal procedures are developed and 

followed when collecting and presenting 

evidence for the purpose of disciplinary action 

within the organization. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.9 4.9 Information security aspects of business continuity management 

2.9.1 4.9.1 Planning information 

security continuity 

Whether plans were developed to maintain and 

restore business operations, ensure availability of 

information within the required level in the 

required time frame following an interruption or 

failure to business processes. 

  

2.9.2 
4.9.2 Implementing 

information security 

continuity 

Whether the plan considers identification and 

agreement of responsibilities, identification of 

acceptable loss, implementation of recovery and 

restoration procedure, documentation of procedure 

and regular testing. 

  

2.9.3 4.9.3 Verify, review and 

evaluate information security 

continuity 

Whether Business continuity plans are tested 

regularly to ensure that they are up to date and 

effective. 

Whether business continuity plan tests ensure that 

all members of the recovery team and other 

relevant staff are aware of the plans and their 

responsibility for business continuity and 

information security and know their role when plan 

is evoked. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.10 4.10 Audit trails 

 

 

 

 

Whether there exist the audit trails for IT assets 

satisfying the business requirements including 

regulatory and legal requirements, facilitating 

audit, serving as forensic evidence when required 

and assisting in dispute resolution. 
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CamDigiKey KYC Verification Open APIs 

DOCUMENT VERSION HISTORY 

 

RELEASE NO AUTHOR DATE BRIEF SUMMARY OF CHANGES 

2.0.0 CamDX Operator JULY 2022 ❖ VERIFY USER INFO  

❖ VERIFY USER INFO AND USER FACE  

❖ VERIFY USER INFO, ID CARD AND 

USER FACE 

❖ VERIFY USER INFO, ID CARD IMAGE, 

AND LIVENESS 

❖ KHMER ID CARD OCR 
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CamDigiKey KYC Verification Open APIs 
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CamDigiKey KYC Verification Open APIs 

1. INTRODUCTION 

CamDigiKey is a E-KYC service provider focusing on convenience and security for users. Basically, 

users need to register themselves to the application by providing their faces and identity documents 

such as ID card or passport. Once the user’s account is approved, they can use CamDigiKey mobile 

application to login to any CamDigiKey partner’s portals. 

For organization or institution, CamDigiKey provides open KYC verification APIs which enable fast 

user on board on the organization or institution’s platform. The open KYC verification APIs consist 

of checking user info and face against data from Ministry of Interior (MOI) and verifying user liveness 

to ensure user is a real human. 

This document will focus on integration with CamDigiKey as authentication/authorization and the 

usage of open KYC verification APIs via Cambodia Data eXchange (CamDX). 

2. OPEN KYC VERIFICATION APIS 
 

Open KYC verification APIs are available over CamDX which is an interoperability platform of 

Cambodia government. The KYC verification APIs consist of 5 APIs: 

Request Based URL: 

http(s)://{REQUESTER_SS_MEMBER_ADDR}/r1/CAMBODIA/GOV/{CAMDIGIKEY_MEMBER_CO
DE}/CAMDIGIKEY_KYC 

Request Header: 

X-Road-Client: 
CAMBODIA/GOV/{REQUESTER_SS_MEMBER_CODE}/{REQUESTER_SS_SUBSYSTEM_CODE} 

 

Environment CAMDIGIKEY_MEMBER_CODE 

DEVELOPMENT CAMDX-20201222 

PRODUCTION CAMDX-00003  

 

Example:  

DEVELOPMENT:  

http(s)://dev.ss.camdx.gov.kh:8443/r1/CAMBODIA/GOV/CAMDX-20201222/CAMDIGIKEY_KYC  

PRODUCTION:  

http(s)://ss.camdx.gov.kh/r1/CAMBODIA/GOV/CAMDX-000003/CAMDIGIKEY_KYC 
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CamDigiKey KYC Verification Open APIs 

2.1 VERIFY USER INFO 

No Verification between submitted information with MOI information 

1 

API Endpoint http(s)://{request_base_url}/info 

Method POST 

Format JSON 

Request params 

{ 

    "idNumber" : "id_number", 

    "firstNameKh" : "first_name_kh", 

    "lastNameKh" : "last_name_kh", 

    "firstNameEn" : "first_name_en", 

    "lastNameEn" : "last_name_en", 

    "gender" : "M_or_F", 

    "dob" : "yyyy-MM-dd", 

    "issuedDate" : "yyyy-MM-dd", 

    "expiredDate" : "yyyy-MM-dd" 
} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "idNumber": "id_number", 

        "score": 1, #Range [0,1] 

        "incorrectFields": [requested_fields_or_empty] 

    } 

} 
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CamDigiKey KYC Verification Open APIs 

2.2 Verify User Info and User Face 

No Verification between submitted user information include face image with MOI information 

2 

API Endpoint http(s)://{request_base_url}/info-face 

Method POST 

Format JSON 

Request params 

{ 

    "userInfo" : { 

        "idNumber" : "id_number", 

        "firstNameKh" : "first_name_kh", 

        "lastNameKh" : "last_name_kh", 

        "firstNameEn" : "first_name_en", 

        "lastNameEn" : "last_name_en", 

        "gender" : "M_or_F", 

        "dob" : "yyyy-MM-dd", 

        "issuedDate" : "yyyy-MM-dd", 

        "expiredDate" : "yyyy-MM-dd" 

    }, 

    "faceImg" : "base_64_content" 

} 
 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "userInfo": { 

            "idNumber": "id-card-number", 

            "score": 1, #Range [0,1] 

            "incorrectFields": [] 

        }, 

        "faceMoiScore": 0.9792682 # Range [0,1] 

    } 

} 
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CamDigiKey KYC Verification Open APIs 

2.3 Verify User Info, ID Card and User Face 

No 
- Verification with submitted document, face verification with retrieved image from MOI 
- Verification of submitted information with MOI information 

3 

API Endpoint http(s)://{request_base_url}/info-face-idcard 

Method POST 

Format JSON 

Request params 

{ 

    "userInfo" : { 

        "idNumber" : "id_number", 

        "firstNameKh" : "first_name_kh", 

        "lastNameKh" : "last_name_kh", 

        "firstNameEn" : "first_name_en", 

        "lastNameEn" : "last_name_en", 

        "gender" : "M_or_F", 

        "dob" : "yyyy-MM-dd", 

        "issuedDate" : "yyyy-MM-dd", 

        "expiredDate" : "yyyy-MM-dd" 

    }, 

    "faceImg" : "base_64_content", 

    "idImage" : "base_64_content" 
} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "userInfo": { 

            "idNumber": "id_number", 

            "score": 1, #Range[0,1] 

            "incorrectFields": [] 

        }, 

        "faceDocumentScore": 0.9457877, #Range[0,1] 

        "faceMoiScore": 0.9792682 #Range[0,1] 

    } 

} 
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CamDigiKey KYC Verification Open APIs 

2.4 Verify User Info, ID Card Image, and Liveness 

No 
- Liveness verification check, face verification with submitted document, face verification with 

retrieved image from MOI  
- Verification of submitted information with MOI information 

3 

API Endpoint http(s)://{request_base_url}/info-idcard-liveness 

Method POST 

Format JSON 

Request params 

{    

#1: turn face to the left, 2: turn face to the right, 3: nod the 

head 

    "actions":["2","1","3"],  

    "userInfo" : { 

        "idNumber" : "id_number", 

        "firstNameKh" : "first_name_kh", 

        "lastNameKh" : "last_name_kh", 

        "firstNameEn" : "first_name_en", 

        "lastNameEn" : "last_name_en", 

        "gender" : "M_or_F", 

        "dob" : "yyyy-MM-dd", 

        "issuedDate" : "yyyy-MM-dd", 

        "expiredDate" : "yyyy-MM-dd" 

    }, 

    "idImage" : "base_64_content", 

    "liveness" : "base_64_content" 

} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "userInfo": { 

            "idNumber": "010682723", 

            "score": 1, 

            "incorrectFields": [] 

        }, 

        "livenessScore": 0.9248705, 

        "faceDocumentScore": 0.94440883, 

        "faceMoiScore": 0.9769943 

    } 

} 
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CamDigiKey KYC Verification Open APIs 

2.5 Khmer ID Card OCR 

No OCR extracts user's information from submitted identification image 

3 

API Endpoint http(s)://{request_base_url}/ocr-idcard 

Method POST 

Format JSON 

Request params 

{ 

    "idImage" : "base_64_content" 

} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "idNumber" : "id_number", 

               "firstNameKh" : "first_name_kh", 

               "lastNameKh" : "last_name_kh", 

               "firstNameEn" : "first_name_en", 

               "lastNameEn" : "last_name_en", 

               "gender" : "M_or_F", 

               "dob" : "yyyy-MM-dd", 

               "issuedDate" : "yyyy-MM-dd", 

               "expiredDate" : "yyyy-MM-dd" 

         "MRZ1" : "String", 

        "MRZ2" : "String", 

        "MRZ3" : "String", 

    } 

} 

 

3. CONTACT US 

• Email: camdx-info@techostartup.center 

• Address: Floor 11, Business Development Center, OCIC Blvd, Sangkat Chroy Changvar, Khan 

Chroy Changvar, Phnom Penh, Cambodia 

 

 

 






